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Abstract—Satisfiability Modulo Theories (SMT) solvers are
the main working horse in many applications of automated
reasoning. Unfortunately, they are frequently exposed to produce
incorrect results. Trust in their results can be regained by
producing proof certificates that are proof-checked within a
trusted codebase. However, certificate size as well as proof-
checking time of existing SMT proof checking approaches can be
excessive. We introduce a new scheme of twinning an untrusted
solver and a trusted proof checker using the same solving
procedure, in which proof certificates produced by the solver
act as an oracle for the proof checker. We have implemented our
approach in two new tools, Roole (the untrusted solver, written in
Rust) and Roolean (the trusted proof checker, written in Lean),
using simplified Three-Valued Abstraction Refinement (TVAR)
instead of bitblasting. Our approach yields small certificates and
produces trusted results in reasonable time for the majority
of quantifier-free bitvector benchmarks in SMT-LIB that are
claimed to be unsatisfiable.

Index Terms—SMT solving, interactive theorem provers, cer-
tifying oracles, three-valued bitvector domain

I. INTRODUCTION

Boolean satisfiability (SAT) and Satisfiability Modulo Theo-
ries (SMT) solvers are ubiquitously used in critical workflows
such as software or hardware verification. If a model satisfying
the given formula is found, it can be checked easily. If the
solver determines that no such model exists, i.e. the formula
is unsatisfiable, checking it is more problematic. In applica-
tions such as model-checking safety properties, unsatisfiability
means the system is bug-free, so high confidence is crucial.
Despite this, many bugs have been found in traditional SMT
solvers, especially using fuzzing [1]-[10].

Proof checkers directly implemented in Interactive Theorem
Provers (ITPs) allow reducing trust to the I'TP itself. However,
as ITP programs are orders-of-magnitude slower than standard
code, the proof produced by the solver must be detailed enough
to speed up checking but not impractically large.

For SAT solving, proof checking [11], [12] is in widespread
use, and mandatory in the annual SAT competition since 2016.
Common proof formats include DRAT [13] and LRAT [14].
For SMT solving, the situation is more open, and also depends
on the used theory. In this paper, we focus on QF_BYV, the
theory of quantifier-free bitvectors in SMT-LIB [15]. Imple-
menting a performant proof checker for QF_BV is complex
due to the large number of operations and corner cases.

The two major “theory-universal” approaches for proof-
checking based on rule rewriting [16], [17] do not produce
trusted results for QF_BV yet despite work in progress [18].
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Another approach is bitblasting QF_BV to a SAT problem
within the ITP and proof-checking the proof certificate pro-
duced by the untrusted SAT solver [19], [20]. However, bit-
blasting incurs ITP slowdown and the produced certificate can
be impractically large, especially for larger bitvector widths.

A. Our contribution

We propose to use a pair of an untrusted SMT solver and
a trusted proof checker as twins using the same evaluation
procedure. The solver produces a proof that the proof checker
uses as an oracle when making decisions, compensating for the
relatively slow trusted code by entirely avoiding bad decisions.

As a proof of concept, we implemented a bitvector solver
Roole, written in the programming language Rust, and a
proof checker Roolean, written in the ITP language Lean.
To avoid bitblasting, Roole and Roolean rely on the three-
valued abstraction refinement (TVAR) technique [21] adapted
from model-checking to SMT. We further formally proved the
soundness of proof-checking within Lean.

Even though our approach only uses three-valued bitvector
abstraction [22] without any rewriting rules or similar sim-
plifications and does not use any heavy-duty tools such as
SAT solvers, it produces trusted results for the majority of the
unsatisfiable QF_BV benchmarks from SMT-LIB 2024 bench-
marks [23] under reasonable time and memory constraints.

Our proofs tend to be orders-of-magnitude smaller than in
a competing bitblasting approach, and proof checking usually
takes less time than solving. This demonstrates the viability
of our proposal even in this preliminary form.

II. PRELIMINARIES

State-of-the-art [25] QF_BV SMT solvers Bitwuzla [26],
Yices2 [27], and cveS [28] are written in the programming
language C or C++. Bugs can be inadvertently introduced
while improving the solvers, so their results are untrusted
unless proof-checked using a trusted proof checker.

Solvers or proof-checkers written using Interactive Theorem
Provers (ITPs) can be formally proven to produce correct
results, allowing a greater degree of trust in the result. The
major ITPs used for writing proof checkers are Rocq (formerly
Coq), Isabelle/HOL, and Lean. We will discuss the most
relevant trusted solving / proof-checking tools for QF_BV and
explain the dataflow between their untrusted and trusted parts.

The SMT solver CoqQFBYV [19] is written in Coq. As
visualized in Figure la, it reduces the problem to SAT by
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Fig. 1: Dataflow of styles of trusted SMT solving for problems solved as unsatisfiable.

trusted bitblasting, calls the untrusted SAT solver Kissat [29],
and checks the produced certificate in the trusted environment.

The automated proving tactic bv_decide [20] is built into
Lean. It translates Lean theorems into bitvector problems,
simplifies them, performs bitblasting within Lean, uses the
untrusted SAT solver CaDiCaL [30] to produce an LRAT
proof [14], and checks the proof from the trusted Lean
codebase, as shown in Figure la. For checking SMT-LIB
problems, the problem is translated to a Lean theorem first.

The domain-specific language Rare [24] defines rules for
the proof format Alethe. The tool IsaRare [18] can be used to
check that these rules themselves are correct by translating the
rules into Isabelle/HOL lemmas, which then can be formally
proven by the user. Replaying proofs (checking the Alethe
proof using the verified Rare rules) as shown in Figure 1b is
ongoing work [18, p. 327], not available yet.

III. SOLVER AND PROOF-CHECKER AS TWINS

Proof checkers written in traditional programming lan-
guages such as C or Rust must be much simpler than the
solver to avoid bugs. This does not apply to ITP-based proof
checkers: they can be arbitrarily complicated as long as their
soundness is proven. We make use of the trade-off that more
complicated proof checkers admit smaller proof certificates.

In the extreme case, a proof checker taking zero-sized cer-
tificates is a solver. Ideally, we would implement a fast trusted
solver in an ITP, but this tends to be too slow in practice.
Instead, we propose building the solver (implemented in a fast
programming language) and the proof checker (implemented
in an ITP) as twins that use the same solving procedure.

The solver twin produces a proof certificate that serves as
a decision oracle to the proof checker (certifying oracle).

As a proof of concept, we implemented the solver Roole
in Rust and the proof checker Roolean in Lean. As shown
in Figure lc, they only interact through the certifying oracle.
When Roolean is making a decision, it takes the choice Roole
ultimately considered the best.

Certifying oracles are size-efficient compared to writing
down rule applications, since every action except for choices
is implicit. The drawback is code duplication but there is
also a benefit: since proof-checking is guaranteed-correct and
very similar to solving, any proof-checking error uncovers an
inconsistency (a bug). Furthermore, in our case, the duplication
was well-manageable, in part due to the similarity of Rust and
Lean and in part due to our solving and evaluation strategy.

IV. SOLVING & PROOF CHECKING

The implementation of Roole and Roolean is based on our
previous research on fast arithmetic operations for three-valued
bitvectors [22] and on Input-based Three-Valued Abstraction
Refinement (IB-TVAR) [21] from model checking, similar to
other approaches that use ternary abstraction [31]-[37].

As SMT solving can be interpreted as model checking
limited to a single step, checking the property EX[a] (there
exists a path where a holds in the next state), the requirements
for soundness are greatly simplified. We will give a brief
overview on how we instantiate the simplified IB-TVAR for
solving and checking SMT quantifier-free bitvector formulas.



A. Bitvector Domains

Consider the Boolean domain B = {0,1}. A bitvector of
(fixed) width n is a value in the domain B". In Roole and
Roolean, we use three-valued bitvector (TVBV) abstraction.
A three-valued bit is an element of the set

X = {0}, {1}, {0, 1}} (1

We name the three elements ‘0’ = {0}, ‘1’ = {1}, ‘X’ = {0,1}.
Intuitively, ‘X’ stands for either O or 1 (it is unknown which).

An abstract n-bit bitvector b is a Cartesian product of three-
valued bits X". The concretization function v : X" — 2B"
relates concrete and abstract bitvectors where

y(b) = {b| Vi <n.b; € b} 2)

We identify bitvectors with their binary number representation
and for ternary values in TVBYV similarly, but within double-
quotes. In our implementation, we represent TVBV in a zeros-
ones encoding [22, p. 4] (a form of dual rail encoding), using
two bitvectors acting as flags for the possibilites of zero and
one, respectively, at a given bit. In each bit position, at least
one of the flag bits must be set to 1.

Example 1: v(“0X1X") = {0010,0011,0110,0111}. Inter-
nally, “0X1X” is represented as two bitvectors (1101,0111).
The first (zeros) has each bit set for abstract bit values ‘0’
and ‘X’, the second (ones) for abstract bit values ‘1’ and ‘X’.

B. Bitvector Operations

SMT-LIB defines many bitvector operations f : B — B".
For evaluation within the abstraction, we replace f with the
abstract operation f : X" — X". To maintain soundness of
abstract evaluation, it suffices to ensure:

Vo e X™ Voeq(d). fv) e v(f()). 3)

Below, we discuss how TVBV operations were implemented
to both satisfy this condition and obtain fast evaluation per-
formance. Concrete examples are listed in Table II.

1) Bitwise Operations (bvnot, bvand, bvor, bvxor): Trivial
implementation using three-valued logic.

2) Arithmetic Operations (bvneg, bvadd, bvsub, bvmul,
bvudiv, bvurem, bvsdiv, bvsrem, bvsmod): We implement
bitvector addition, subtraction, and multiplication by our
“modular-extreme-finding” algorithm [22, p. 247-250] and
negation as subtraction from zero. We implement bvudiv by
considering the bitvectors as unsigned intervals and converting
the result back to three-valued abstraction, and bvarem simi-
larly as long as the division result contains no ‘X’, otherwise
we return an all-‘X’ result. For bvsdiv and bvsrem, we
separately join results for existing sign-bit quadrants. For the
more complicated and rarely used bvsmod, we return an all-
‘X result if there is at least one ‘X’ in the operands.

3) Equality and Comparison (=, bvule, bvult, byslt, bysle):
The result of equality can be zero exactly if at least one bit
can differ, and can be one exactly if all bits can be the same.
For comparisons, we convert to unsigned/signed intervals and
consider their positions on the number line.

TABLE II: Examples of evaluating bitvector operations in the
three-valued bitvector (TVBYV) abstraction domain.

Operation Operand 1  Operand 2 Result
bvnot “0X1X” - “1X0X”
bvand “0X1X” “1011” “001X”

bvor “0X1X” “1011” “1X11”7
bvxor “0X1X” “1011” “1X0X”
bvadd “00X0” “0011” “0XX1”
bvsub “00X0” “0011” “11X1”
bvmul “001X” “0010” “01X0”
bvudiv “110X” “1010” “0001”
bvurem “110X” “1010” “001X”
bvsdiv “110X” “1010” “000X™”
bvsrem “110X” “1010” “XXXX”
bvsmod “110X” “1010” “XXXX”
- “0000” “00X0” o
bvult “00X0” “010X” “1”
zero_extend 2 “X1” “00X1”
sign_extend 2 “X1” “XXX1”
bvshl “0010” “000X” “0XX0”
bvishr “0010” “000X” “00XX”
bvashr “1010” “X000” “1X1X”

4) Bit Extension (zero_extend, sign_extend): For zero-
extension, we perform bit extension of the zeros-ones flags.
and then set the newly added bits in the zero flag. For sign-
extension, it suffices to sign-extend both flags.

5) Bit Shift (bvshl, bvishr, bvashr): As bit-shifting by a
larger number than the number of bits results in zero result,
we handle the overflow case separately and then join the results
of shifts for all other shift amounts.

6) Other Operations (concat, extract, ...): We do not
implement other operations directly on the abstract domain,
but compose them from the aforementioned ones. For extract,
this is possible because we internally implement bit-extension
operations as arbitrary resizing.

C. Evaluation Functions

A QF_BV problem is given as a set of assertions'. Their
conjunction produces a tree of operations on bitvectors?. Given
an assignment of free variables v € V, the tree evaluates to a
single-bit bitvector that determines whether the assignment is
a model of the formula given by the assertion set.

The evaluation function e is similar to operations except
that its input is an assignment v € V. Naming the abstract
evaluation function é, its soundness requirement is as follows:

VoeV . Yve~y(0).e(v) ev(é)). 4

Internally, e and é evaluate in postfix order, and each oper-
ation can use results of its predecessors. Abstract evaluation
soundness follows inductively from operation soundness.

D. High-level Soundness

The formula can be solved by evaluating (by brute force)

JveV.elv) =1 )

I'We do not discuss features such as function definitions for conciseness.
2We identify Booleans with single-bit bitvectors for simplicity.



For sound abstract interpretation, we evaluate é on a set
of abstract values V = (d,%1,...), requiring no spurious
abstract values (Vo € V . ~v(0) # &) and that all concrete
values are considered (| J,. 7(0) = V). Proof-checking the
latter with general Vis NP-complete for TVBV?. Thus a proof
is a splitting tree starting with an all-‘X’ assignment and non-
leaf nodes split a single bit to ‘0’ and ‘1°.

The only major difference between Roole and Roolean is
how the splitting tree is obtained. In Roole, we use a search
algorithm we will describe in the next subsection. In Roolean,
we obtain the splitting tree from the certificate, evaluate the
leaves and combine the three-valued results.

Our main Roolean theorem states that if the proof-checking
procedure returns a non-‘X’ result with value r € B, then

r=1 <= JweV .e(w) =1 (6)

We proved the theorem by induction on proof-checking the
splitting tree, with evaluation soundness used in nodes.

As Lean already provides a bitvector type implementing
bitvector logic with operations typically following SMT-LIB
semantics, it is only additionally needed to trust that our SMT-
LIB parser and evaluator produce the correct e. This is a
necessary limitation as SMT-LIB and QF_BYV are largely only
informally defined. However, the surface area for deviations in
concrete (brute-force) evaluation is compact and not impacted
by addition of abstract domains or improvements to them.

E. Solving Approach

In Roole, we build the splitting tree while solving. If we find
an abstract assignment of variables that satisfies the formula,
we discard it and construct a new splitting tree where only the
leaf corresponding to the assignment is marked as relevant.
Otherwise, we conclude that the problem is unsatisfiable as
the formula cannot be satisfied through any leaf.

Our a search algorithm is based on the Davis-Putnam-
Logemann-Loveland (DPLL) procedure with additional basic
machinery for backjumping and a simple form of learning
of TVBV constraints, inspired by Conflict-Driven Clause
Learning (CDCL)*. A simplified overview is shown in Alg. 3.

We do not yet use any simplification techniques (rewriting,
preprocessing) considered crucial for performance of conven-
tional SAT/SMT solvers. We plan to enable such simplification
by adding more powerful domains in the future.

Example 2: Consider whether there exists an x such that

x #0003 A ((z A 1003) = 0005) A @ + 2 = 0005,  (7)

After encoding this formula into SMT-LIB, Roole solves the
problem as follows. Starting with decision order (0, 1,2),
the result of evaluating “XXX” is ‘X’. Roole thus splits at
bit O (the least significant bit) to “XX0” and “XX1”. Then, it
evaluates “XX0” and continues splitting until it reaches “000”,

3Consider each bit as a Boolean variable. A TVBV becomes a disjunction
of literals where the value is not ‘X’. We can receive any disjunctive-normal-
form formula and must prove it is a tautology, a dual of the SAT problem.

4We also experimented using CaDiCaL as an underlying CDCL(T) solver,
but in our preliminary testing, this approach did not improve performance.

SEARCH (assignment @)
if exists b € A with v(a) < ~(b) return unsatisfiable

1

2 let v — é(a)

3 if 0 =1’ return satisfiable

4 if o =0

5 reduce a to “relevant” values

6 add reduced a to A

7 return unsatisfiable

8 pick input bit ¢ with a; =X’

9 for de {0,1}

10 let a? < & updated with af — d

11 if SEARCH (%) = satisfiable return satisfiable
12 if 7 is not “relevant” return unsatisfiable
13 add ato A

14 return unsatisfiable

Algorithm 3: Simplified algorithm to search for a satisfying
assignment of an abstract evaluation function é using a global
assignment cache A of falsifying assignments. The actual
Rust implementation of SEARCH in Roole is non-recursive.
Furthermore, in order to not descend into nodes removed by
“relevancy analysis” at line 12, Roole reorders the assignment
tree on-the-fly (implementing backjumping).

XXX
-T2 . T2
0XX 1XX
-r1 . T1
00X 01X
—To . To
001

Fig. 4: The final splitting tree produced by Roole for the
considered Example 2. The certificate oracle provided to
Roolean is composed of the decisions present in the tree.

which evaluates to ‘0’ and is closed and learned. Next, “100”
evaluates to ‘0’. From here, backjumping is possible, as “1X0”
and “1XX” also evaluate to ‘0’.

As a consequence, Roole backtracks to the root of the
splitting tree, swaps 0 and 2 in the current decision order to
(2,1,0), and immediately closes “1XX”. Descending through
“0XX”, it then closes “000” (already learned), “001”, and
“01X”, concluding that the formula is unsatisfiable.

Roolean proof-checks unsatisfiability by evaluating the for-
mula in the leaves of the splitting tree shown in Figure 4,
essentially avoiding the bad initial decision order (0,1, 2).

Note that while the decision order in Figure 4 is fixed, i.e.
the tree forms an Ordered Binary Decision Diagram (OBDD),
this is not the case in general as the decision order is allowed
to vary between tree branches after backtracking.



V. EVALUATION

We evaluated Roole and Roolean in the spirit of the previ-
ous evaluation [20, p. 20-21] of bv_decide against Bitwuzla
and CoqQFBYV on 2024 QF_BV benchmarks [23]. As Co-
qQFBY previously performed similarly to bv_decide, we did
not evaluate it. We also did not evaluate IsaRare as it currently
cannot produce a trusted result. As Roole and Roolean only
interact through certificates, we ran them separately.

Our experiments used the compute cluster bwForCluster
Helix with AMD EPYC 7513 CPUs. The entire benchmark set
was run with an individual CPU time limit of 1200 seconds
and 8 GB of memory per task. In our discussion, we further
focus on unsatisfiable benchmarks as trusting unsatisfiability
claims is nontrivial. For fairness, we only consider trusted
results reached by Roole and Roolean if the sum of solving
and proof-checking time did not exceed 1200 seconds.

We visualised solving and checking time (for Roolean in-
cluding proof-checking certificates produced by Roole) in the
manner of the previous evaluation [20, p. 20-21] in Figure 6.

The data on Bitwuzla and bv_decide are roughly consistent
with the previous evaluation except for Bitwuzla producing
first results immediately instead of a ramp-up. This may have
been caused by differences in the experimental setup.

Our proof-of-concept tools Roole and Roolean do not
use any preprocessing nor sophisticated CDCL techniques.
Therefore, we consider our trusted-result performance quite
encouraging in comparison to bv_decide. Figures 6 and 7a
show that our trusted proof-checking generally keeps up with
untrusted solving, confirming the viability of our scheme.

Regarding memory usage, shown in Figure 8, Lean-based
tools have issues, notable also when comparing solving and
proof-checking in Figure 7b. The most memory-intense bench-
marks for Roolean are easily solvable using a small splitting
tree but contain a large number of operations.

We further show proof sizes in Figure 9. The total size of all
17 486 unsatisfiability proofs generated by Roole is 1.64 GB.
All of them are claimed unsatisfiable, which is 63% of all
27758 claimed-unsatisfiable benchmarks. 16 169 proofs are
smaller than 1 kB. 17433 unsatisfiability proofs (62.8% of all
27758 claimed-unsatisfiable benchmarks) were successfully
proof-checked by Roolean within the combined time of 1200
seconds. This is despite the fact we did not employ any proof-
trimming to reduce memory usage yet.

We show the number of successfully solved benchmarks
claimed unsatisfiable grouped by the benchmark family in
Table V. The QF_BV benchmark set is highly skewed, with
67% of benchmarks claimed unsatisfiable belonging to a
single family sage, and 17% belonging to the related family
Sage2 [38], [39]. While Bitwuzla and bv_decide perform
well across families, our tools perform disproportionately
well on the sage family and extremely poorly on Sage2 and
bruttomesso. We think this is due to the used simple ab-
stract domain and absence of preprocessing, problematic when
equalities or disequalities between variables are encountered.

TABLE V: Solved benchmarks claimed unsatisfiable, grouped
by benchmark family.

Family Claimed \ Bitwuzla bv_decide Roole+Roolean
sage 18530 18530 18256 16618
Sage2 4672 4670 4644 2
Noetzli 1432 1432 1399 297
bruttomesso 976 976 967 0
(other) 2148 2017 1649 541

VI. CONCLUSION & FUTURE WORK

We presented a scheme of “twinning” an untrusted solver
and a trusted proof checker and shown its viability by imple-
menting the twin tools Roole and Roolean, competitive with
the trusted Lean tactic bv_decide on SMT-LIB problems with
up to orders-of-magnitude smaller proof certificates.

Our abstract-evaluation approach and the ability to obtain
trusted results without the limitations of a standardised proof
format present many interesting avenues of future work:

« Lazy evaluation in Roole and extension of certificates to
identify unnecessary operations to evaluate in Roolean,
balancing certificate sizes and proof-checking time.

« Additional abstract domains for better solver strength. We
have started implementing a symbolic domain to quickly
resolve standard bitvector tricks [41] in Roole, but it
requires further work and soundness proofs in Roolean.

« Using Directed Acyclic Graphs (DAGs) instead of trees
for certificates would allow faster proof-checking by
evaluating shared learned clauses instead of leaf nodes.

« Using the combination of Roole and Roolean in a Lean
proving tactic, similarly to bv_decide.

« Extension to more logics including quantified bitvectors.
Recently, it has been shown that using abstract over-
and underapproximating Binary Decision Diagrams [42]
over standard SMT solving is performant for quantified
bitvectors. Our solving strategy would have the advantage
of being able to recover from bad decision ordering.

« Extension to optimisation problems. Unlike the traditional
bitblasting approach, there is no fundamental limitation
to decision problems in our strategy.

« Extension to model checking. While our previous tool
machine-check [43] performs model checking for the full
p-calculus [21], the intricate algorithms make improve-
ments prone to bugs. Using our scheme, we could achieve
fast trusted model checking for complicated systems.

DATA AVAILABILITY

We provide evaluation results, measurement scripts, a setup
for local evaluation and visualisation, and a short discussion
of the soundness theorem in an artefact on Zenodo [44]. Roole
and Roolean are available on GitHub [45], [46].
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